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PAPER IV- CYBER CRIMES
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INSTRUCTIONS TO CANDIDATES
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The questions to be interpreted as given and no clarification can be sought from
the invigilator.

. No printed or handwritten materials / mobile phone / electronic devices will be

allowed in the hall.

. All questions carry equal marks (15 each).

. Answer any six questions, only the first six questions will be marked.

. Answers without Question numbers will not be marked.

. Short notes not to exceed 75 words, Long answers not to exceed 250 words.

. Imaginary case laws used in the answer will result in striking of the answers in total.

ANSWER ANY SIX OF THE FOLLOWING QUESTIONS ONLY

1.

Define “Cyber Defamation” and explain various facets of the offence with the help of relevant
law and decided cases.

a) Differentiate the difference between “obscenity” and “pornography”.

b) X a 36 year old man is caught while watching a pornographic movie. B, a 6 year old boy
acted in the same movie. Apply the relevant law and decide the liability of X and B.

Write short notes on

a. Liability of intermediaries

b. cyber warfare

c. cyber stalking
Internet is used extensively by various terrorist organizations to propagate their ideology and
to commit nefarious activities such as planting bombs in public places etc. Discuss the
essentials of cyber terrorism with relevant law and point out the lacunae in the law if any.
Write short notes on

a. hacking

b. cyber cheating

c. CERT

Discuss the types of cyber-crimes and the powers of the police under the IT Act to deal with
them. Elucidate the reasons for minimal registration and conviction of cyber-crimes.

Discuss the constituent elements of crime and explain whether the same constituents are
necessary to make a person liable for a cyber-crime with relevant examples.

Discuss the Judicial structure created under the IT Act and its effect on cyber-crimes.
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